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Prezentace je k dispozici ke stazeni z:
https://tichytom.cz/prez/IP21.pdf
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HE Tunel
@ HURRICANE ELECTRIC
INTERNET SERVICES

@ Postup na zfizeni tunelu je v minulé prednasce.

@ Defaultné /64 rozsah.

@ Potrebuje verejnou IPv4 adresu.

@ MenSi problém se seznam.cz

@ Problém s rychlosti u UPC / Vodafone (Liberty Global).
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Odpovéd seznamu:
Dobry den,

reaguji na nasi konverzaci ohledné kodu, ktery se neustale objevuije pfi vyhledavani.
Kolegové provérili provozni Udaje, kde zjistili, Ze se jedna o ipv6 tunel, ktery generuje
obrovské mnozstvi dotazl a je zablokovany pravé captchou. aby se do hledani vibec
nedostal.

Bohuzel v tomto pfipadé se jedna o bezpec€nostni opatfeni z nasi strany a neni mozné jej

zrusit.
Dékuji za pochopeni.

V prFipadé odpovédi smazte prosim ve zprave veskery text predchozi komunikace a
ponechte predmét.
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B2 Radek Zajic
@zajdee

Moc se o tom nevi, takZe: pokud méte od @UPCCZ (
@Vodafone_CZ) "prémiovy modem" Compal a chcete
pouzivat IPv6 6in4 tunely (napf. od @henet, ale plati pro
vSechny), je IPv6 6in4 provoz spolu s ICMPv4 zafazen
do nejpomalejsi tridy a IPv6 vam nikdy nepojede
rychleji nez 25 Mbit/s.

8:15 dop. - 5. 6. 2020 - Twitter for iPad
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zejdee - 5. 6. 2020
ﬁ! Odpovéd uzivateli @zajdee
Je to vlastnost toho modemu a plati i pokud méte Compal v bridge. Prosté
nikdo netestoval, jak se zachova pii priichodu 6ind, t. IP protokolu 41
(tools.ietf.org/html/rfc4213).
Resen je nékolik
- pouzitjiny modem (to uz Vodafone nedovoli)
- piejit na DS-Lite a ztratit vefejnou IPv4
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Radek Zajic @zzjdee - 5. 6. 2020
- pouzitjiny zpiisob tunelovani (Wireguard, OpenVPN)
- odejit od UPC (Vodafone)
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Radek Zajic @zzjdee - 5. 6. 2020 -
Tady jsou tfidy hezky vidét. Prvni omezena na 25 Mbit/s, posledni na 525

Mbit/s
’ ICMPv4, 6ind
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Radek Zajic @zajdee 5.6, 2020

Jeste upresneni: je to samozrejme konfigurovatelna viastnost softwaru, ne
hardwaru. Spravnou upravou softwaru se protokol 41 dostane do tridy s
plnou rychlosti. (Diky @danmaneu.)
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(2) OPENVPN

@ Od vpsFree.cz

@ Postup na zfizeni pfednaska O. Caletky na LinuxDays 2017.
@ Jednoduché v OpenWRT (Turris OS / LEDE)

@ Dloha odezva z venci
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https://xn--ondej-kcb.caletka.cz/dl/slidy/20171008-LinuxDays-IPv6_tunely_pomoci_OpenVPN.pdf

/etc/openvpn/ipv6etun—XXX.conf

config openvpn custom config

option enabled 1

option config /etc/openvpn/ipvétun—-XXX.conf
/etc/config/network

config interface ’'ipvétun’

option ifname ’tunipv6’

option proto ’static’

option ip6addr ’<adresa konce tunelu>/64’

option ip6gw ’<adresa brany>’

option ipb6prefix ’<pridéleny prefix>/48’
/etc/config/firewall

config zone

option name ’wan’

option network ’'wan wan6é ipvétun’
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€¢) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL

@ Od vpsFree.cz
@ Ukéazka postupu
@ Jednoduché nejen v OpenWRT (Turris OS / LEDE)
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S wg genkey | tee privatekey | wg pubkey J

wgO0.conf

[Interface]

# FIXME: Insert your private key

PrivateKey = 6rWzLYOiELDgoeF jgA5n2cRIBMKgXS9jIpSlGeil+Wo=
Address = 2a03:3b40:200: :<ID>

[Peer]

Endpoint = ipvé6tunOl.vpsfree.cz:51820

PublicKey = r7vzF6irpXSmkTibIHztIcfc/YzPmpyMX9LYa9z5Yw0=
AllowedIPs = ::/0 )
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tom@tom-ubuntu: ~

To run a command as administrator (user "root"), use "sudo <command>".

See "man sudo_root" for details

tom@tom-ubuntu:~$ wg
Command 'wg' not found, but can be installed with
sudo apt install wireguard-tools
ton@ton-ubuntu:~$ sudo apt install wireguard-tools
[sudo] password for tom:
Reading package lists... Done
Building dependency tree
Reading state information... Done
suggested packages:
openresolv | resolvconf
The following NEW packages will be installed:
wireguard-tools
© upgraded, 1 newly installed, 0 to remove and 9 not upgraded.
Need to get 82,8 kB of archives.
After this operation, 327 kB of additional disk space will be used.
Get:1 http://cz.archive.ubuntu.com/ubuntu groovy/universe and64 wireguard-tools amd64 1.6.20200827-1ubuntul [82,8 kB:
Fetched 82,8 kB in 11s (7 743 B/s)
selecting previously unselected package wireguard-tools.
(Reading database ... 185136 files and directories currently installed.)
Preparing to unpack .../wireguard-tools_1.0.20200827-1ubuntul_and64.deb ..
Unpacking wireguard-tools (1.0.20200827-1ubuntul)
Setting up wireguard-tools (1.0.20200827-1ubuntul) .
wg-quick.target is a disabled or a static unit, not starting it.
Processing triggers for man-db (2.9.3-2
tomgton-ubuntui~5 wg genkey | tee privatekey | wg pubkey
6rWZLYOLELDgoeF jgASN2CRIBMKAXS9IpS1Geiltho=
ton@ton-ubuntu:~$ wg-quick up wge
[#] ip link add wgo type wireguard
[#] wg setconf wge /dev/fd/63
[#] ip -6 address add your:ipv6:addr::ess dev wgo
[#] ip link set mtu 1420 up dev wgo
[#] wg set wgo fwmark 51820
[#] ip -6 route add ::/0 dev wge table 51820
[#] 1p -6 rule add not fwmark 51826 table 51826
[#] ip -6 rule add table main suppress_prefixlength o
[#] nft -f /dev/fd/63
tom@tom-ubuntu:~$ wg-quick down wge
[#] ip -6 rule delete table 51820
[#] ip -6 rule delete table main suppress_prefixlength 0
[«] ip link delete dev wgo
nft -f /dev/fd/63
tem@tom ubuntu:~$
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XX

@ JiZ od roku 2000.
@ Provoz ukoncen 6. Cervna 2017.
@ Funkcni i za NAT.
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Reference

https://tichytom.cz/prez/IP20.pdf
https://ondfej.caletka.cz/dl/slidy/20171008-LinuxDays-IPv6_tunely_pomoci_OpenVPN.pdf

https://kb.vpsfree.cz/informace/projekty/ipvétunel
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https://en.wikipedia.org/wiki/List_of_IPv6_tunnel_brokers
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L
Dekuji za pozornost.

Tomas Tichy

& @TomTich2

Tato prezentace je k dispozici ke stazeni:
https://tichytom.cz/prez/IP21.pdf
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